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Defend Against Domain
Based Attacks with

Datto AV DNS Secure

Everyday cyber-attacks frequently exploit domain-based vulnerabilities to penetrate networks. Endpoints
face constant exposure to malicious sites, phishing domains, and malware-hosting platforms, posing a risk of
compromise through inadvertent clicks or automated network activities.

Datto AV's DNS Secure feature provides advanced DNS security to safeguard your organization from these
internet-based threats. By proactively blocking known malicious URLs and categorizing web content, DNS
Secure delivers a critical layer of protection against malware, phishing, and other online risks, fortifying your
defenses where they're needed most.

» Malware Interception: Proactively intercept malware in both HTTP and HTTPS traffic,
blocking threats before they reach endpoint systems.

» Website Categorization & Domain Blocking: Block risky sites by category (e.g..
gambling, games, adult content) and prevent access to malicious domains, including
command and control servers and malware hosts.
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Datto DNS Secure

Scan encrypted internet traffic

Enable Datto DNS Secure

/. Threat Categories
Advanced configuration of threat categories in your Protection Options

SECURITY CATEGORIES TO BLOCK

Select All

Unknown Malware Phishing

Spam Potentially Unwanted Applications Potential Unwanted Search Engine
CONTENT CATEGORIES TO BLOCK

Select All

Illegal Content
Streaming Media
Gambling
Hacking / Cracking
Profane Content

Warez
lllegal Drugs & Paraphemalia

Weapons

VPNs / Proxies & Filter Avoidance

Pornography

Spyware/Malware
Deceptive / Phishing
Sacial Networking
Hate Content




Granular Control
with DNS Secure

For a more personalized approach admins operating
Datto AV can take specific URLs of websites and
executables they want to allow or block access to
for their users.

» Domain Block List: Blocks access to entire
domains that are added.

» Domain Allow List: Whitelists domains that are
added so they will not be blocked or scanned

» Trusted Executables: Allows specific executables
added by the admin.

Actionable Insights
& Alerting

In addition, DNS Secure generates observable
events when blocked security categories are
accessed, thus providing valuable insights in your
alert’s timeline. Security analysts can review these
alerts and investigate possible malicious activity,
enabling timely adjustments to security controls
and a more robust response to emerging threats.

Datto AV: DNS Secure

Datto AV is an easy-to-use Al-powered
next-generation antivirus solution
that protects against both known

and unknown malware. Datto AV's
seamless integration with Datto EDR
creates a powerful endpoint protection
combination against even the most
elusive threats.

In addition to providing advanced
Al-powered malware detection, Datto AV
also includes advanced DNS Security to
protect against domain-based attacks.
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